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Barracuda Networks

Networks Data Application
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$ 3,500,000,000,000



65,000 4,500
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https://www.hiscox.com/documents/2019-Hiscox-Cyber-Readiness-Report.pdf

43%

52%5%

Segment

SMBs

Large

Unknown

https://www.hiscox.com/documents/2019-Hiscox-Cyber-Readiness-Report.pdf
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How does a hacker look like?

No, not this way!!
Try it by your own, it is

damned uncomfortable!



CyberCrime is not only violence in the cloud
It is also physical violence
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Top Threats
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Phishing Malware Payment fraud Ransomware
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Phishing
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Phishing



Yes, it works - in Innsbruck as well as international!









It may seem too obvious, but Ubiquiti Networks lost 
a total of $46,700,000 due this exact method.

https://www.nbcnews.com/tech/security/ubiquiti-networks-says-it-was-victim-47-million-cyber-scam-n406201

https://www.nbcnews.com/tech/security/ubiquiti-networks-says-it-was-victim-47-million-cyber-scam-n406201
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Attack vectors

Email; 68%

Web; 7%

Worms; 
22%

Other; 3%

Further risks
Untrusted applications

Browser extensions

USB pen drives

Messenger/Chat

IoT devices
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Type: Ransomware

Location: Samnaun

When: 2020

Cost: Fr. 75k
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Type: Ransomware

Location: Hannover

When: 2019

Cost: €100k – 150k
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Type: Ransomware

Location: Weiz

When: 2020

Cost: € ???
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Consult experts

Employee education

Implement several layers of defense

Monitor & detect

How to protect



B
R

A
N

D
 -

C
o

n
te

n
t Apply updates

Use Virus Scanner

Use different passwords for different accounts

Multi-factor authentication

Backup (3 – 2 – 1, offline!)

Least privilege, separation of duties

Network segmentation

Technical measures
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Contact

bpatsch@barracuda.com

contact@av-comparatives.org

mailto:bpatsch@barracuda.com


Thank You


