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Segment

Mean cost of cyber incidents ($)
@ Meaan cost of all Incidents @ Mean cost of single largest Incident
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https://www.hiscox.com/documents/2019-Hiscox-Cyber-Readiness-Report.pdf




No, not this way!!
/& s Try it by your own, it is

y ; &3 damned uncomfortable!

How does a hacker look like?




CyberCrime is not only wolence in the cloud

It is also physncal vuolence







Top Threats




Phishing

Gesendet: Montag, 29. Juni 2020 um 11:11 Uhr
Von: "Bank Austria - UniCredit...” <rezgkglz@beacker.de>
Betreff: PostBox @ IT Service ID @ MKA4XN

74 Bank Austria

UniCredit Group
Sehr geehrter Kunde, v Bank Austria 11 ¥ UniCredit

theweboflove.com/a1

GO DN Deeteeetet o) O NSLINM  Language 8

- . . . . Privathunden  Pirmenhunden & Frete Berufe  Private Basking  Uber uns
Wir informieren Sie, dass wir Probleme in unserer Datenbank haben.

So dberprifen Sie Ihre Telefonnummer, OrdineBanbing | Buniraesidiet
Klicken Sie auf "Login” und Sie erhalten eine Benachrichtigung mit Thren —n -

L PSS PP ——

5 =n

https:/fbanking.bankaustria.at/wps/portal/retail/de/login/login

Vielen Dank fir Thre Aufmerksam keit
Freundliche GriiBe.

Ihr ElectronicBanking-Team
UniCredit Bank Austria AG

http ://www.bankaustria.at

https:/fmobile.bankaustria.at

AP eamatonen Ui Lir ey Parsing we unt e The wotes W4 v Ao ariemn s Smarbhones chee  Wete Foamat e Pes Baragescnate
(wiwalloar L e Tt e W e 33040 Les Mo D




Phishing
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Yes, it works - in Innsbruck as well as international!
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HOW ( F O FR A lJ[) IMPACTS YOU
THESTART ~ wssil)  THEPHISH  essll)  THERESPONSE el  THEDAMAGE ~ wmmlp  THERESULT

Attackers see if they can Spoofed emails are sent to Target receives email and Social engineering was The fallout after a successful
spoof your domain and high-risk employees in the acts without refiection or successful, giving hackers attack can be highly
Impersonate the CEO (or organization questioning the source access to what they were after damaging for both the
other important people) company and its employees

* To! Finance Department

Resulting damage:

er get this payment

) 11 new account
Causing fraudulent wire
transfers and massive data v Money s gone forever in
breaches most cases and only

recovered 4% of the time

%E] a  CEO is fired

i @ —  CFO is fired
o <
. Eo
@K v Lawsuits are filed

v Intangibles - tarnished
reputation, loss of trust, etc,

ese To: CFO

Please pay this time-sensitive

S (VOICe. I'm onvacaton and witl S
Bad guys often troll e unavailable, no need to
res ( CEQ

companies for
months to gather
the data necessary
in pulling off a
successful attack

So... Think Before You Click!

KnewBe4 SECURITY AWARENESS TRAINING | www KNOWBE4 cou
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It may seem too obvious, but Ubiquiti Networks lost '
a total of S46, 700 000 due this exact method.

https://www.nbcnews.com/tech/security/ubiquiti- ctim-47-million-cyber-scam-n406201
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https://www.nbcnews.com/tech/security/ubiquiti-networks-says-it-was-victim-47-million-cyber-scam-n406201

Attack vectors

Web; 7%

Further risks
Untrusted applications
Browser extensions
USB pen drives
Messenger/Chat

loT devices

AV
s
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Technical measures

Apply updates

Use Virus Scanner

Use different passwords<for different accounts
Multi-factor authentication

Backup (3 — 2 =1, offline!)

Least privilege, separation’of duties

Network segmentation

AV



NN
i T )
Contact LS
bpatsch@barracuda.com ‘

Rhtact@av-comparatives.org
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Your journey, secured. AR




