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Macht Maschinendaten zugreifbar, nutzbar 

und wertvoll für jedermann.



Wie sehen Maschinendaten aus?
Sources

Order Processing

Twitter

Care IVR

Middleware 

Error



Maschinendaten enthalten wertvolle Informationen
Customer ID Order ID

Customer’s Tweet 

Time Waiting On Hold

Twitter ID

Product ID

Company’s Twitter ID

Customer IDOrder ID
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Aug 08 06:09:13 acmesep01.acmetech.com Aug 09 06:17:24 SymantecServer acmesep01: Virus found,Computer 

name: ACME-002,Source: Real Time Scan,Risk name: Hackertool.rootkit,Occurrences: 1,C:/Documents and 

Settings/smithe/Local Settings/Temp/evil.tmp,"""",Actual action: Quarantined,Requested action: Cleaned, time: 

2009-01-23 03:19:12,Inserted: 2009-01-23 03:20:12,End: 2009-01-23 03:19:12,Domain: Default,Group: My 

Company\ACME Remote,Server: acmesep01,User: smithe,Source computer:  ,Source IP: 10.11.36.20

Aug 08 08:26:54 snort.acmetech.com {TCP} 10.11.36.20:5072 -> 10.11.36.26:443 itsec snort[18774]: 

[1:100000:3] [Classification: Potential Corporate Privacy Violation]  Credit Card Number Detected in Clear Text 

[Priority: 2]:

20130806041221.000000Caption=ACME-2975EB\Administrator Description=Built-in account for administering 

the computer/domainDomain=ACME-2975EB InstallDate=NULLLocalAccount = IP: 10.11.36.20 

TrueName=Administrator SID =S-1-5-21-1715567821-926492609-725345543 500SIDType=1 

Status=Degradedwmi_ type=UserAccounts
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Real-time Monitoring of Known Threats
Sources

Time Range

Intrusion 

Detection

Endpoint 

Security

Windows 

Authentication

All three occurring within a 24-hour period

Example Correlation – Data Loss

Source IP

Source IP

Source IP

Data Loss

Default Admin Account

Malware Found



2013-08-09 16:21:38 10.11.36.29 98483 148 TCP_HIT 200 200 0 622 - - OBSERVED GET 

www.neverbeenseenbefore.com  HTTP/1.1 0 "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 

2.0.50727; InfoPath.1; MS-RTC LM 8; .NET CLR 1.1.4322; .NET CLR 3.0.4506.2152; ) User John Doe," 

08/09/2013 16:23:51.0128event_status="(0)The operation completed successfully. "pid=1300 

process_image="\John Doe\Device\HarddiskVolume1\Windows\System32\neverseenbefore.exe“ registry_type 

="CreateKey"key_path="\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ Printers 

Print\Providers\ John Doe-PC\Printers\{}\ NeverSeenbefore" data_type""

2013-08-09T12:40:25.475Z,,exch-hub-den-01,,exch-mbx-cup-

00,,,STOREDRIVER,DELIVER,79426,<20130809050115.18154.11234@acme.com>,johndoe@acme.com,,685191,1

,,, hacker@neverseenbefore.com , Please open this attachment with payroll information,, ,2013-08-

09T22:40:24.975Z

7

Real-time Monitoring of Unknown Threats
Sources

Time Range

Endpoint 

Logs

Web Proxy

Email Server

All three occurring within a 24-hour period

Example Correlation - Spearphishing
User Name

User Name

Rarely seen email domain

Rarely visited web site

User Name

Rarely seen service
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