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Wie sehen Maschinendaten aus?

Sources
B .l ORDER,2013-05-21T14:04:12.484,10098213,569281734,67.17.10.12,43CD1A7B8322,SA-2100
Order Processing May 21 14:04:12.996 wl-01.acme.com Order 569281734 failed for customer 10098213.
Exception follows: weblogic.jdbc.extensions.ConnectionDeadSQLException:
v< weblogic.common.resourcepool.ResourceDeadException: Could not create pool connection. The
DBMS driver exception was: [BEA][Oracle JDBC Driver]Error establishing socket to host and port:
Middleware ACMEDB-01:1521. Reason: Connection refused
Error

05/21 16:33:11.238 [CONNEVENT] Ext 1207130 (0192033): Event 20111, CTI Num:ServID:Type
0:19:9, App 0, ANI T7998#1, DNIS 5555685981, SerID 40489a07-7f6e-4251-801a-
4 13ae51a6d092, Trunk T451.16
05/21 16:33:11.242 [SCREENPOPEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092
CUSTID 10098213
Care IVR 05/21 16:37:49.732 [DISCEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092

{actor:{displayName:"Go Boys!!",followersCount:1366,friendsCount:789,link:
"http://dallascowboys.com/",location:{displayName:"Dallas, TX",objectType:"place”},
< objectType:"person”,preferredUsername:"B0ysF@n80",statusesCount:6072},body:"Just bought
this POS device from @ACME. Doesn't work! Called, gave up on waiting for them to answer! RT if
you hate @ACME!!",objectType:"activity”,postedTime:"2013-05-21T16:39:40.647-0600"}
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Maschinendaten enthalten wertvolle Informationen

Sources Customer ID __ Order ID Product ID
A
‘ - 10098213,569281734 SA-2100
Order Processing 569281734 10098213
ﬁ 4 Order ID Customer ID
Middleware
Error

| Time Waiting On Hold
> 16:33
CUSTID 10098213" Customer ID
Care IVR ]
16:37

{actor:{displayName:"Go Boys!!",followersCount:1366,friendsCount:789,link: )
"http://dallascowboys.com/",location:{dis Twitter ID "Dallas, TX",objectType Customer’s Tweet
objectType:"person”, preferredUsername:"B0ysF@n80",statusesCount:60727},body:"Just bought

this POS device from @ACME. Doesn't work! Called, gave up on waiting for them to answer! RT if
you hate @ACME!!”,objectType:"activity”,postedTime:"2013-05-21T16:39:40.647-0600"}
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Maschinendaten enthalten wertvolle Informationen

SOUE‘CES Customer ID ___ Order ID Product ID
‘ - 10098213/562281734 SA-2100

Order Processing

{14

Middleware
Error

I..<

Care IVR

{actor:{displayName:"Go Boys!!",followarsCount:1366,friendsCount:789,link:
"http://dallascowboys.com/",location:{dis Twitter ID "Dallas, TX",objectType Customer’s Tweet
objectType:"person”, preferredUsername:"B0ysF@n80",statusesCount:60727},body:"Just bought
this POS device from @ACME. Doesn't work! Called, gave up on waiting for them to answer! RT if
you hate @ACME!!”,objectType:"activity”,postedTime:"2013-05-21T16:39:40.647-0600"}
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Real-time Monitoring of Known Threats

Sources Example Correlation — Data Loss
20130806041221.000000Caption=ACME-2975EE|§Administrator Description=Built-in account for administering
the computer/domainDomain=ACME-2975FR InctallNata=] nralArcount = 1P310.11.36.20

< TrueName=Administrator SID =s-1-5-21-1 Default Admin Account 5543 50" cource [P
Windows Status=Degradedwmi_ type=UserAccounts
Authentication
Aug 08 06:09:13 acmesep01.acmetech.com Aug 09 06:17:24 SymantecServer acmesep01:Virus found,Computer
. name: ACME-002,Source: Real Time Scan,Risk namccurrences: 1,C:/Cocuments and
A 4 Settings/smithe/Local Settings/Temp/evil.tmp,"""" MalWarre Forund ' 1ed,Reques.tf _IS_o(_JLu_r-(A:VeAIII;_jed' time:

- 2009-01-23 03:19:12,Inserted: 2009-01-23 0312U.J.L,|:||u. £LUUIJ-UL-£D uo.;:):lZ,Domal ....... Ayl My
Endpoint Company\ACME Remote,Server: acmesep01,User: smithe,Source computer: ,S e IP:
Security

_ Aug 08 08:26:54 snort.acmetech.com {TCP}llO.11.36.20 '5072 - .11.36.26:443 itsec snort[18774]:

| [ ] 4 [1:.10(.)000:3] [Classification: Potential Corp Source IP ‘Blation]|Credit Card Number Detected in Clear Text
N [Priority: 2]:
Intrusion

Detection

Data Loss

., All three occurring within a 24-hour period
"

Time Range

GE ‘-"|;.ra:uduu:Lsﬂeen?pmdxl_#ﬂ-F‘l‘Mk&‘ﬂi|
| atible; MSIE 6.0; Windoms NT 5.1; SV1; 31 02 @R

: HTTP 111200 3439 Wadows T 1,50, it Splunk > listen to your data
tible: MSIE 6.0; Windows NI 51; 5V M1 QU EER 0



Real-time Monitoring of Unknown Threats

Sources Example Correlation - Spearphishing
User Name
2013-08-09T12:40:25.475Z,,exch-hub-den-01,,exch-mbx-cup-
00,,,STOREDRIVER,DELIVER,79426,<20130809050115.18154.11234@acme.comp,johndoe@acmeicom|,685191,1
‘ 4 ,,Ihacker@neverseenbefore coml Please open this attachment with payroll information,, ,2013-08-
Email Server Rarely seen email domain
Jl"' s0-Rarely visited web site, 55 95483 148 TP HIT 200 200 0 622 - - OBSERVED GET

"_ lwww.neverbeenseenbefore.coml HTTP/1.1 0 "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.%; SV1; .NET CLR

2.0.50727; InfoPath.1; MS-RTC LM 8; .NET CLR 1.1.4322; .NET CLR 3.0.4506.2152; ) Usd )
Web Proxy . User Name
U 08/09/2013 1( User Name ;eeefis="(0) The operation completed successfully. .
uU 4 process_image=f\John Doe]Device\HarddiskVolume1\Windows\System3 \neverseenbefore exe‘Qregistry_type
Endpoint ="CreateKey"key path="\REGISTRY\MACHINE\SOFTWARE\Microsoft\Wir R | i ~\ Printers
Logs Print\Providers\ John Doe-PC\Printers\{}\ NeverSeenbefore" data_type"' I Seen service
] o .
L N - All three occurring within a 24-hour period
Time Range

GET /product screen?product id=F-FH-REMSm-a0s b1
| atible; MSIE 6.0; Windoms NT 5.1; SV1; 31 02 @R

3 HTTP 1.1- 200 3439 Wisdows IT 51, S Kk ek Splu n k > listen to your data

tible: MSIE 6.0; Windows NI 51; 5V M1 QU EER 0
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